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Abstract—In Software Architectures, architectural design decisions (ADDs) strongly influence the quality of the resulting
software system. Wrong decisions lead to low quality systems and
are only difficult to repair later on in the development process.
As of today, only little is known about the impact of certain
ADDs for the development of architectures for Blockchain-based
systems. Thus, it is difficult to predict the outcome of certain
ADDs when developing architectures for such systems.
In the following, we propose a simulation-based approach
for Blockchain architectures in which the impact of certain
ADDs can be simulated. Therefore, we implemented a simulation
environment for Blockchain architectures. Then, we evaluated it
by executing a series of experiments. Based on the simulation
environment we also propose a first version of an empirical model
for Blockchain architectures.
Index Terms—Blockchain Architectures, Proof of Work, Double Spend Attacks, Stale Blocks, Architectural Design Decisions

I. I NTRODUCTION
With the emergence and increasing popularity of decentralized cryptocurrencies such as Bitcoin [11] and Ethereum [2],
Blockchain architectures [17] have become more and more
important. Their use seems promising also for other domains,
such as the medical one [1], land management [3], or even
identity management [18]. The design of Blockchain architectures requires many different architectural design decisions
(ADDs) to be taken, each of which with a strong impact on
the quality of the resulting system [15]. Thus, wrong design
decisions may have dramatic consequences on the resulting
system and once the system is implemented, such decisions
are only difficult to repair [7].
As of now, however, only little is known about the impact
of decisions in the design of Blockchain architectures on the
quality of the resulting system. Thus, it is difficult, if not
to say impossible, to predict the outcome of certain ADDs
on the quality of the resulting Blockchain system before
implementing it.
To address this problem, we propose a simulation-based
approach to study the effects of certain ADDs on certain
quality attributes of a Blockchain architecture. Figure 1 depicts
an overview of our approach: As a first step, we implemented
a framework to simulate certain properties for Blockchain
architectures with certain ADDs. To this end, we studied
existing literature to identify classes of ADDs which might

influence certain quality attributes of Blockchain architectures.
Then, we implemented a simulation environment which can
simulate properties for Blockchain systems built according to
certain ADDs. In a second step, we used the framework to
simulate the effect of certain ADDs on these properties. To
this end, we configured the framework according to a set of
ADDs, ran the simulation, and recorded the outcome. In a last
step, we used the outcome of the simulations to propose an
empirical model which relates ADDs with quality attributes.
This is an iterative step: we first “guessed” a potential model
based on our observations of the simulation and then we run
the simulation again to test the model’s predictions against the
simulated output.
The major contribution of this work is twofold: 1) We
provide a simulation environment which can be used to
simulate the impact of 5 classes of ADDs on two types of
quality attributes for Blockchain systems. 2) We provide an
empirical model which can be used to estimate ADDs based
on desired quality attributes for Blockchain systems.
In the following, we first provide some background for
our work. Then, we describe our simulation-based approach,
present results obtained from various experiments, and propose
an empirical model based on the outcome of the experiments.
Finally, we present related work and conclude with an outlook
which leads to a discussion of future work.
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Fig. 1. Simulation-based approach showing manual (stick-figure) and automated (gear-wheel) activities (rounded rectangles) and corresponding artifacts
(rectangles).

II. BACKGROUND
In the following, we provide some background for our work.
A. Blockchain
A Blockchain is a public1 , distributed database used to
record, identify and verify contracts, transactions or other
shared data between multiple parties. The resulting data
records are stored in a continuously growing list, which is
locally maintained and updated by each individual member (node) of the network. Entries of the list (blocks) are
cryptographically linked by including a hash of the previous
block as a unique identifier in each newly added entry. More
specifically, altering contents of a block changes its unique
identifier, forcing a recalculation of every following block
currently in the list in order to retain integrity of the ledger.
Newly created blocks are broadcasted to all members to
keep local Blockchain copies synchronized. By adhering to a
distributed consensus protocol, the participating nodes validate
potential extensions of their Blockchain copy in a peer-topeer manner, thereby eliminating the need for an intermediary,
trusted authority.
B. Proof of Work
Since our work is based on the Proof-of-Work consensus
algorithm, we discuss this algorithm in more detail. Proof-ofWork (PoW) is a consensus algorithm which requires miners to
solve a cryptographic puzzle, in order to mine a new block of
the Blockchain. It is based on the assumption that the longest
chain (in terms of number of confirmed blocks) is the “correct”
one, since it requires the most computational power to be
computed. Although it requires a lot of computation power
(and thus electricity), it is still widely used in contemporary
Blockchain architectures, such as Bitcoin [11].
C. Double Spend Attack
Double spend attacks (DSAs) are attempts to modify already
confirmed entries of a Blockchain. To this end, an attacker
(or a group of attackers) tries to work on an alternative
extension of the Blockchain, which they hide from the rest
of the network. After a block is confirmed by the network,
the attackers release their alternative extension of the chain
which does not contain the confirmed block [13], [14]. In
order to be consistently successful, DSAs usually require the
attackers to own more than 50% of the network’s computing
power [9], [12]–[14]. A Blockchain architecture’s resistance
against double spend attacks is an important property of such
architectures. It is influenced by different design decisions,
such as the size of the attacking network, the number of
required confirmation blocks, the difficulty of extending the
Blockchain, as well as the topology and latency of the underlying networks.
1 In this paper, only permissionless Blockchains are considered. For permissioned Blockchains see [16].
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Fig. 2. Simulation-based approach to Blockchain architectures.

D. Stale Blocks
When using PoW consensus algorithms, miners usually
compete to solve the next block and sometimes it might
happen that different miners solve different blocks at the same
time. This leads to two alternative versions of the Blockchain.
After a new block is solved on top of one of the versions,
this version is assumed to be the correct one and the block
of the other chain is considered a stale or orphaned block (in
the following denoted SB). SBs actually represent a “waste”
of computing power and ideally their number should be kept
low [4], [5].
III. S IMULATION A PPROACH
Figure 2 depicts an overview of our approach for simulating
Blockchain architectures: The framework is configured using
five types of parameters to characterize an architecture according to certain design decisions. It then simulates a Blockchain
system with a corresponding architecture and records the
occurrence of successful DSAs as well as the amount of stale
blocks. In the following, we provide some details about the
simulation. The complete framework is available online and
can be downloaded from [6].
A. Simulation Model
The simulated system is based on the PoW consensus algorithm (Section II-B). Its architecture consists of a network of
nodes, each of which stores a private copy of the Blockchain.
Nodes may receive copies of other nodes’ Blockchains at every
point in time, while they are also able to broadcast copies of
their own Blockchain versions themselves. Moreover, a node
can try to mine a new block, in which case it generates random
numbers until it obtains one which is below a certain target
value. In order to simulate DSAs, we distinguish between
trusted and untrusted (or attacking) nodes. Trusted nodes
strictly adhere to the protocol: 1) They always take the longest
Blockchain as the “correct” one. Thus, they replace their
own copy with a new Blockchain, whenever a longer one
is obtained. 2) They always try to extend their Blockchain
and new blocks are mined on top of it. Untrusted nodes,
however, may deviate from the protocol in two ways: 1) They
may not replace their copy of the Blockchain with a longer
chain obtained from the trusted network. 2) They may also
drop elements from the chain. Figure 3 shows an exemplary
simulation network, consisting of two sub-networks: a trusted
network consisting of eight trusted nodes and an attacking
network which consists of five untrusted nodes.

in the chain, which was already confirmed by a certain
number of confirmation blocks. By calculating the percentage
of successful attempts, a measure describing the simulated
architecture’s resistance against DSAs is created. The amount
of stale blocks, on the other hand, is obtained by measuring
the amount of blocks in both sub-networks that were added to
obsolete and thereby shorter Blockchain copies. This value is
again described as a percentage of all blocks mined in total.
IV. E VALUATION
Fig. 3. Exemplary simulation network of 5 attacking and 8 trusted nodes.

In the following, we present the outcome of some of the
experiments we performed in order to evaluate the framework.
A. Impact of Ratio on DSAs

B. Input Parameters
Currently, the simulation supports five types of parameters
listed in table I. Parameter R is a value of the interval 0 to 1,
representing the networks estimated ratio of untrusted nodes
to total nodes. For example, if we expect 500 trusted nodes
and 200 attacker nodes, R would be set to 2/7. Parameter
T is also a value between 0 and 1, which is used to set the
difficulty of mining a new block. In the simulation, miners will
generate random numbers between 1 and 0. Thus, whenever
a number below T is obtained, a new block can be created.
C is the number of required confirmation blocks. A simulated
double spend attack is only possible if it is able to modify a
block which was already confirmed by C confirmation blocks.
We provide three parameters to simulate network latency:
LT , LA , and LC to set the average latency between trusted
nodes, attacking nodes, and between the two sub-networks,
respectively. Finally, network topology can be influenced with
parameters DT and DA , representing the number of edges
between trusted nodes and untrusted nodes, respectively.

For the first type of experiment, we simulated a Blockchain
architecture with C = 6 confirmation blocks, latencies LT =
LA = 10ms, network densities DT = DA = 0.8, and different
values for the ratio R of untrusted notes. Figure 4 depicts the
outcome of these experiments and shows that the probability
of a successful DSA grows exponentially with an increasing
proportion of attacking nodes. Moreover, the data confirms the
prevalent assumption that, for Blockchain architectures with a
ratio of R > 0.5, DSAs always succeed.

C. Simulation Outcome
Currently, two aspects of a Blockchain architecture can be
simulated: successful DSAs (P DS) and the amount of stale
blocks (P SB). Thereby, a DSA is assumed to be successful,
whenever the attacking network is able to modify an entry

Fig. 4. Successful DSAs for different node ratios.

B. Impact of Confirmation Length on DSAs
TABLE I
P OSSIBLE SIMULATION PARAMETERS
Par.

Description

p. val.

R

Ratio of untrusted nodes, compared to total nodes

[0, 1]

T

Mining difficulty target

[0, 1]

C

Number of confirmation blocks

integer

Network Latency
LT
Average latency in the trusted network (milliseconds)
LA
Average latency in the untrusted network (milliseconds)
LC
Average latency btw. tr. and un. network (milliseconds)

integer
integer
integer

C. Impact of Difficulty on DSAs and PSBs

Network Topology
DT
DA

Ratio of existing edges in the trusted network, compared to the maximum amount of possible edges
Ratio of existing edges in the untrusted network, compared to the maximum amount of possible edges

In a second set of experiments, we simulated a Blockchain
architecture with constant latencies LT = LA = 10ms,
network densities DT = DA = 0.8, and different values for
ratio R and number of confirmation blocks C. The results are
depicted in figure 5 and show that the amount of successful
DSAs drops exponentially when increasing the number of
confirmation blocks. Thereby, the exponential factor seems to
depend on the ratio R, i.e., a low proportion of attacking nodes
leads to a high exponential factor whereas a high percentage
of attacking nodes leads to a low exponential factor.

[0, 1]
[0, 1]

Another set of experiments simulates Blockchain architectures for a constant ratio R = 13 , number of confirmation
blocks C = 6, latencies LT = LA = 10ms, network densities
DT = DA = 0.8 and different mining difficulties T . Figure 6

Fig. 5. Successful DSAs for different numbers of confirmation blocks.

shows a clear positive effect of mining difficulty on both,
the probability of successful DSAs as well as the amount of
stale blocks for corresponding Blockchain systems. However,
while the probability of a DSA remains constant until it then
increases exponentially, the amount of stale blocks increases
from the beginning and then flattens out logarithmically.

Fig. 7. Successful DSAs and produced SBs for different latencies in the
trusted sub-network.

2) Latency in attacking sub-network: Figure 8 shows the
percentage of successful DSAs and the proportion of produced
stale blocks for different latencies LA for the attacking subnetwork. Similar to the experiments with the latency in the
trusted network, we can observe a negative, logarithmic effect
of latency in the attacking network to the amount of produced
stale blocks. However, this time, the effect on successful DSAs
is exponentially negative (compared to the positive effect
observed in figure 7).

Fig. 6. Successful DSAs and produced SBs for different mining difficulties.

D. Impact of Latency on DSAs and PSBs
Our next set of experiments investigates the effect of network latency on the probability of a DSA and the amount of
produced stale blocks. As mentioned above, we distinguish
between three types of latencies: latency in the trusted subnetwork, latency in the attacking sub-network, and latency
between trusted and attacking networks. For each type we
simulate a Blockchain architecture for a constant ratio R = 13
with C = 6 confirmation blocks. Then, we choose a constant
value for two of the latencies and investigated the impact of
the remaining type on DSAs and PSBs.
1) Latency in trusted sub-network: Figure 7 shows the
percentage of successful DSAs and the proportion of produced
stale blocks for different latencies LT for the trusted subnetwork. It can be observed that the expected latency in the
trusted sub-network indeed impacts both, the probability of a
successful DSA (exponentially), as well as the amount of stale
blocks (logarithmic).

Fig. 8. Successful DSAs and produced SBs for different latencies in the
attacking sub-network.

3) Latency between trusted and attacking sub-networks:
Figure 9 depicts the percentage of successful DSAs for different latencies Lc in between the trusted and attacking network.
Similar to the experiments with the latency in the attacking
network, we can observe an exponentially negative effect on
the probability of a DSA.
E. Impact of Topology on DSAs and PSBs
Finally we investigated the impact of network-topology on
the probability of a successful DSA and the amount of produced stale blocks. As mentioned above, topology is measured
by means of graph density (ratio of existing and maximum
amount of edges in the network). Again, we distinguish
between the topology of the trusted sub-network and that of
the attacking sub-network.

Fig. 9. Successful DSAs for different latencies between the trusted and the
attacking sub-network.

1) Density in trusted sub-network: Figure 10 depicts the
percentage of successful DSAs for different densities of the
trusted sub-network DT for latencies of 100 ms (green) and
10 ms (blue). For the latter, it also shows the impact of
density in the trusted sub-network on the amount of produced
stale-blocks (red). We can observe a negative impact on both,
DSAs and PSBs, which is intensified when increasing network
latency.

Fig. 11. Successful DSAs and produced SBs for different densities in the
attacking sub-network.

these experiments. In total, over 4000 datapoints were created,
allowing us to perform regressions in order to fit the resulting
empirical constants of the proposed model.
The model formalizes the probability of a successful DSA in
terms of a function of the estimated ratio R, mining difficulty
T , amount of required confirmation blocks C, latencies LT ,
LA and LC , and network topologies DT and DA :
PDS = 100 exp


 
e1 (T + e3 ) LT
a
e1 (e2 T + e3 ) LA
+
−
a R−
d1 (DA + d2 )
d1 (DT + d2 )
2
!
· (b1 C + b2 ) (c1 LC + c2 )
The values of the corresponding, empirical constants are as
follows:
a
b1
b2

Fig. 10. Successful DSAs and produced SBs for different densities in the
trusted sub-network.

2) Density in attacking sub-network: We performed similar
experiments to investigate the impact of the density in the
attacking sub-network on DSAs and PSBs. Its outcome is
depicted in figure 11: As expected, the effect observed for
the trusted density is inversed for the attacking density and
we can observe a positive impact on DSAs and PSBs, which
is intensified with increasing network latency.
V. T OWARDS AN E MPIRICAL P REDICTION M ODEL FOR
B LOCKCHAIN A RCHITECTURES
The simulation environment presented so far can be used to
simulate DSAs and PSBs for different ADDs. However, it is
not yet possible to estimate necessary ADDs for a Blockchain
architecture with a desired resistance against DSAs. To this
end, we performed several additional experiments to systematically develop an empirical model, based on the results of
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To test our model, we compared its predictions to the
outcome of our experiments. Figure 12, for example, depicts
model predictions (dashed) and simulated outcome (solid) for
different ratios and confirmation lengths. Although our model
is not entirely accurate, the general profile of the plotted
formula matches the individually fitted curves of the data.
The model can be used to estimate certain ADDs, given a
desired resistance against DSAs for the resulting Blockchain
architecture.
VI. R ELATED W ORK
Since the introduction of Bitcoin, several attempts where
made to model and predict DSAs for such systems. Similar to
[13], we will call the collection of these approaches hashratebased attack models. The central premise of a hashratebased model is splitting the total computing power available
to the network (hashrate H) into two parts. One of the
first mathematical models has been proposed in Nakamotos
original paper [11]. Since then, Nakamoto’s model has been
experimentally tested [12] and improved [9], [12]–[14]. While

Fig. 12. Model predictions vs. simulation outcome.

these models provide first steps towards a prediction model
for Blockchain architectures, the prediction is mainly based on
three parameters: The probabilities of the trusted and untrusted
networks mining the next block, respectively, as well as the
number of required confirmation blocks. However, it should
also be mentioned that Pinzón and Rocha [13] are adding onto
the work of Nakamoto [11] and Rosenfeld [14] by formulating
further models considering the amount of time an attacker
has already spent mining on secret blocks in advance of the
attack. On the contrary, our model supports predictions based
on additional factors such as the mining difficulty, network
latencies and network densities.
One exception to the above class of models are the works
of Mwale [10] and Göbel et al. [8]. Here, a more realistic
simulation of different attacks on Bitcoin Blockchains is
provided, including parameters such as latency between two
nodes. Compared to our work, however, the modeled network
topology is simplified and does not allow the simulation of
common network topologies such as stars or rings. Additionally, the creation of new blocks is modeled as a Poisson
process with constant rate, meaning that no actual calculation
of a PoW is performed. Finally, the model was not used to
simulate and evaluate the effects of different ADDs on the
resistance of Blockchain architectures against DSAs.
VII. C ONCLUSION
This paper described a simulation-based approach for the
design of Blockchain architectures. To this end, we presented
a framework for the simulation of Blockchain architectures,
which may simulate double spend attacks and the amount
of stale blocks for various types of design decisions: 1) the
estimated ratio of untrusted vs. total nodes 2) mining difficulty
3) number of confirmation blocks 4) network latency 5) network topology. Then, we described the outcome of several
experiments for various design decisions: the impact of the
ratio on the probability of successful DSAs, the impact of
confirmation blocks on DSAs, and the impact of latency on
DSAs and stale blocks. On top of these (and other experiments
not presented in the paper), we provide an empirical model for
the impact of ADDs on a Blockchain architecture’s resistance
against DSAs.

The framework can be used to simulate certain design
decisions for Blockchain architectures before implementing
them. The empirical model can be used to approximate design
decisions for desired qualities. Thus, wrong design decisions
(w.r.t. expected properties) could be avoided which reduces
effort of fixing them after implementation.
As of today, however, the simulation environment (and
corresponding model) supports only Blockchain architectures
based on PoW. For the future we want to integrate additional
consensus algorithms, such as proof of stake. Moreover, we are
working on an extended version of the framework to support
additional design decisions and simulate additional properties.
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